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Abstract. This paper discusses aspects of privacy needs and (mis)use
of biometric IT-systems along a model for the classification of biomet-
ric databases including biometric characteristics, biometric signatures,
personal data, and access control mechanisms. A scenario-based discus-
sion of privacy needs, which reveals that a database-organized access to
biometric raw data is a main threat to privacy, results in general and
technical design requirements for biometric IT-systems.
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1 Introduction

In a society where techno-economical orientation leads to the construction of
biometric IT-systems to measure our physiology and behavior for the purpose
of authentication, the discussion considering privacy and (mis)use of biometrics
is of particular importance [1-5]. With respect to privacy, design requirements
formulated today should affect the implementation of tomorrow’s biometric tech-
nology.

Privacy is everyone’s fundamental human right, which is documented in the
Universal Declaration of Human Rights by the General Assembly of the United
Nations [6]. In this paper a definition of privacy by Alan Westin will be used:
“Privacy is the claim of individuals, groups, or institutions to determine for them-
selves, when, how and to what extent information about them is communicated
to others” [7]. In [8] basic privacy principles are formulated which summarize
the most essential privacy requirements. Concerning requirements for biometric
IT-systems the discussion will focus on the privacy principles of purpose binding
and necessity of data collection. The principle of purpose binding limit the sub-
sequent use of personal data to the specified purposes. The principle of necessity
of data collection means to avoid or at least to minimize personal data within
an IT-system.

Each human being has static and dynamic biological characteristics, which
are covered to be private in the above sense of privacy. In this paper, biological
characteristics are further subdivided into static and dynamic physiological and



behavioral characteristics: e.g. fingerprints, face proportions, hand geometries,
iris and retina patterns (static-physiological), pupil contraction and dilatation
(dynamic-physiological), and voice, gait, lip movement, keystroke dynamics (be-
havioral). It is assumed that these types of physiological and behavioral char-
acteristics can be scanned by a special sensor system (digital or analog with
an analog-digital-converter) and recorded digitally as time-series of measured
values. If a CCD-camera is used as a sensor system, a time-series of single im-
ages, which are mathematically represented as multidimensional matrix of raw
data, will be archived. Each single RGB (red-green-blue) picture can be han-
dled as a 3-dimensional matrix with three layers for red, green and blue. For a
video stream with n single RGB pictures the data structure is a 4-dimensional
matrix (3-dimensional matrices as elements in an 1-dimensional array) or three
3-dimensional matrices for each color of the RGB-stream.

A scanned and recorded biological characteristic will be called a biometric
characteristic, because the scanning process contains losses of information de-
pending on the physical resolution of the measurement equipment. From images
ready for computing, biometric signatures can be calculated [9], which are de-
rived from biometric characteristics by using appropriate one-way calculation
functions, e.g. hash functions. The original raw data cannot be reproduced from
the hash values. The possibility to generate raw data, which has enough quality
to be valid for biometric algorithms depends on the respective algorithm. The
space complexity for a biometric signature is lower than the required space for
the raw data plus sensor calibration data. Important to note is that one is able
to derive any biometric signature if one owns a copy of the raw, scanned data.

The ability to derive any biometric signature from appropriate, high res-
olution raw data leads to fundamental privacy problems when these data are
combined with personal data.

Section 2 gives some explanation of how biometric authentication systems
work in principle, followed by an example of a recognition approach based on iris-
biometrics. The different phases of the biometric authentication process generate
different types of data. These types serve as classifiers for biometric databases
as described in section 3. Section 4 discusses aspects of privacy needs for a
privacy-fulfilling and -enhancing use of biometric databases resulting in general
and technical design requirements for biometric IT-systems.

2 Biometric Authentication Systems - Example
‘Iris-Biometrics’

Authentication by IT-systems can be done by means of one or more elements of
the following sets of methods for proving the authenticity of a person who seeks
access to an IT-system: user possession (e.g. key, chipcard), user knowledge (e.g.
user identifier, password), user attribute (e.g. fingerprint, face proportion, iris
and retina patterns), or user location (e.g. location by GPS, location in a defined
physical area) [8,10, 11].



Biometric authentication gives a higher assurance of a person’s identity than
the use of a password known to the IT-system and the user, unless both methods
are attacked. Classical attacks on passwords and selection criteria for passwords
can be found in [12,13]. According to [14], attacks on biometric IT-systems can
be classified using three basic categories: 1. sensor attacks (copy, falsification
and similarity attacks), 2. data communication attacks (replay attacks), and 3.
database attacks (integrity attacks).

The general process a person is subjected to in order to receive access to
system resources by biometric authentication can be divided into the following
phases:

1. Enrollment: The enrollment of a person is the process of scanning appro-
priate raw data from this person, the calculation of a biometric signature
for the biometric authentication, and the storage of the relevant data in a
database.

2. Biometric authentication (1:n, 1:1): During biometric authentication
a person’s authenticity will be checked by an identification or verification
comparison of the signature calculated from the current raw data to the
signatures stored in the database of the biometric authentication system
(BAS). Identification is a 1:n and verification is a 1:1 access to the table of
biometric signatures.

3. Authorization: In the authorization phase the system gives implicit autho-
rizations to the user with respect to strong and weak authorizations'.

4. Access to system resources: The access to system resources will be
granted by an access management system (AMS), which can be based on
the concepts of mandatory access control (MAC), discretionary access con-
trol (DAC), or role-based access control (RBAC).

In the following the main aspects of an RBAC-style access management con-
cept for biometric authentication is shown: From an instance of RBAC the set
of roles, set of resources, and set of access rights can be derived as ROLFE :=
{roley,roles,...,role;}, RESOURCE := {resi,ress,...,res;}, and ACCESS
RIGHT := {arg,ary,ars, ...,ary }. aryy means no access right on the respective
resource. The access rights can be formulated as sets of tuples for each role:
{(rolei,res1, C {aryy,ar1y, ..., ar1}) ..., (roles,res;, C {argy,arj,...,arj}) ...
(roles,resi, C {argy,ari, ..., ar1}) ..., (roleg,res;, C {argy,arji, ..., arjr) }-

In the enrollment phase the personal data, raw data, and biometric signature
of a person will be stored in a table PERSONAL DATA x RAW DATA x
BIOMETRIC SIGNATURE: ((namey, domiciles, agey, sex1, income;), raw
datay, signature;) ... ((name,, domicile,, age,, sex,, income,), raw data,,
signaturey,).

! Authorizations derived by the access management system are called implicit, oth-
erwise they are called explicit. An authorization is called strong if it cannot be
overriden by other authorizations. If it can be overriden in accordance to a rule
base, it is called weak.



During authorization an administrator defines sets of pairs PERSON x
ROLE to bind roles to persons: {(idy, roley) ,..., (idy, role;)} ,..., {(idy, role1)
yeery (3dp, TOlE;)}

For illustrating the calculation of biometric signatures from recorded raw
data the example of iris-biometrics will be used. Iris-biometrics is intended for
usage in high security applications, because of the uniqueness of the genotypical
iris patterns [15].

Iris-Biometrics. Iris-biometrics is a young field of research which is dedicated
to the development of algorithms for measuring, classifying, and recognizing the
patterns of the human iris for the usage in biometric authentication systems. For
a detailed description of the biological function of the iris please refer to [16].

Figure 1 shows the main steps carried out by an iris-biometrics algorithm in
order to receive a biometric signature of the human iris by analyzing its digital
image. First, a scan of the eye with respect to lighting conditions (visible and
infrared light, cornea reflections) and sensor calibration will be done. Next, the
data of the iris will be extracted by finding the edges of the pupil and the iris in
the image. With the help of image processing algorithms features of the iris will
be found.

scanned eye

extraction of
(biometric characteristic) % iris- and pupil-data

f(x)

extraction of calculation of
iris-data biometric signature

Fig. 1. Digital Iris Analysis

The measured features of the iris can be stored as iris feature vector sets
(IFVS), which are invariant to the rotation of the iris and the dilatation and
contraction of the pupil (figure 2). The angles between the vectors spanned from
the center of the pupil are stored in an array. The sum of angle values yields 360
degrees.



For each feature a separate vector set will be created. With given vectors for
each feature a matrix can be constructed, which is one possible data structure
for the resulting biometric signature.

For instance, three IFVS are constructed on iris features represented here by
ellipses (left), rectangles (middle) and triangles (right) in figure 2. The follow-
ing arrays are derived: ‘ellipse’-feature [160, 10,120, 30,40], ‘rectangle’-feature
[145,70,145,0,0], and ‘triangle’-feature [80,120,60,100,0]. To guarantee that
all arrays have the same length, an array containing fewer elements is filled up
with zeros. The biometric signature is the matrix constructed from these single
arrays: [160, 10, 120, 30, 40; 145, 70, 145, 0, 0; 80, 120, 60, 100, 0].
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|
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Fig. 2. Iris Feature Vector Sets (IFVS)

For the comparison of a biometric signature with the database, in the best
case the complexity of comparisons is O(n) and in the worst case it becomes
0O(n?), because cyclic comparisons are necessary if the iris data are rotated, e.g.
[160, 10,120, 30, 40] is the same as [10, 120, 30, 40, 160]2. If the biometric signa-
tures in the database are organized in a tree structure, the number of compar-
isons can be optimized to O(log n) in the best case. The effect of the dilatation
and contraction of the pupil can be neglected in this example, because it only
results in a radial transposition of the features, the angles between the vectors
remaining the same.

The approach described above, which is one subject of my research, is based
on image processing by analyzing the static and dynamic aspects of the morphol-
ogy of the human iris for biometric authentication. Another class of algorithms
for calculating biometric signatures of the human iris is based on frequency anal-
ysis methods [15].

3 A Model for the Classification of Biometric Databases

In the following a model for the classification of biometric databases will be
described (figure 3). The explanation of biometric databases is followed by the
description of the characteristics of a person and of the access management

2 To scan an iris twice in the same orientation is a difficult task for the cooperative
person and the sensor system.



system (broken lined boxes in figure 3). In the absence of rules for access control
of finer granularity on biometric data, depending on an instance of an access
control concept (MAC, DAC, RBAC), it is possible to generate three types of
partial biometric databases.

Biometric Databases. In this model a biometric database is defined as a
database which holds data about biometric characteristics, biometric signatures,
and personal data. The access control mechanism of such a biometric database is
assumed to be rule-driven. The rules are derived from the instance of the access
control concept being used.

A biometric database which subsumes biometric characteristics (raw data
and calibration data), biometric signatures, personal data, and a rule-based ac-
cess control mechanism is defined to be a complete biometric database. Another
kind of biometric database are the partial biometric databases:

A partial biometric database represents a subset of the complete biometric
database. Three types of partial biometric databases will be considered in this
model. The first one includes biometric characteristics and biometric signatures.
The second one consists of biometric characteristics and personal data. And
the last one contains biometric signatures and personal data. The access to
these three chosen types of partial biometric databases can be done without
fine grained rules for access control. In this case only one general rule exists:
Vpersons: 3 access to biometric database (person,data, access right) A access
right = “all”
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Fig. 3. A Model for the Classification of Biometric Databases



Characteristics of a Person. Each human being has biological character-
istics. In a systematic approach biological characteristics can be divided into
static-physiological, dynamic-physiological, and behavioral characteristics (sec-
tion 1). Biological characteristics can be damaged or lost e.g. by accidents and
diseases.

From a technical point of view the biological characteristics can be divided
into different sensor-dependent classes like visible characteristics (fingerprints,
face proportions, hand geometries, iris and retina patterns, and lip movement),
audible characteristics (voice), olfactory characteristics (odor of body parts),
thermal characteristics and so on.

Usually personal data like given names, surname, age, sex and domicile are
assigned to persons. Personal data exceeding basic information about a per-
son are e.g. curriculum vitae, earning capacity and pecuniary circumstances.
Very sensitive information about a person is e.g. diseases, consumption of drugs,
alcoholism, and criminal record. In general, personal data in the context of in-
formational privacy means any information concerning the personal or material
circumstances of an identified or identifiable person [8].

In this model the above described information about a person is understood
as personal data, and the physiological and behavioral characteristics of an indi-
vidual as biological characteristics. Biological characteristics and personal data
of an individual are subsumed as characteristics of a person.

Access Management System (AMS). For this model an access management
system can be used which is an instance of any access control concept like MAC
and DAC which can be a realization of various security policies like RBAC. The
AMS regards to an information policy which influences the way the information
from a biometric database needs to be handled in a company or organization.

4 Privacy Needs and Design Requirements of Biometric
IT-Systems

Concerning privacy aspects of biometric IT-systems, already today, one is able
to develop scenarios describing applications made possible through biometric
identification having become a common technology.

In the following, four scenarios are introduced which can be mapped to the
different types of (partial) biometric databases which were introduced in section
3. For each (partial) biometric database an adequate access control mechanism
is assumed:

o database type 1: biometric raw data, biometric signatures, and personal data
e database type 2: biometric raw data and personal data
o database type 3: biometric signatures and personal data



Scenario #1 ‘Shoplifter’. In this scenario a supermarket equipped with
surveillance cameras is considered. The high rate of shoplifting in the area of
the supermarket is leading to cooperations between different supermarkets to
minimize losses.

The supermarket managers hand out the biometric raw data from potential
shoplifters to a service company. The service company calculates biometric sig-
natures from the potential shoplifters and installs a network-based “shoplifter
recognition system” in all participating supermarkets.

The service company maintains a huge database of biometric raw data and
biometric signatures of potential shoplifters and identifies the persons entering a
supermarket as “potential shoplifter” or “customer” in real-time. If a potential
shoplifter enters a supermarket, the manager will be informed immediately.

= A type 1 biometric database is used in this scenario. The service company
manages a biometric database which includes biometric raw data and biometric
signatures of potential shoplifters. A personal datum is given with the bit that
someone is classified as customer or as potential shoplifter.

Scenario #2 ‘Multimodal Biometric Identification System’. This sce-
nario assumes a biometric IT-system which is based on multimodal identification
of persons. This biometric IT-system is the product of a today’s typical startup-
company and identifies persons by face proportions, lip movement, and voice.

The high rate of developing new algorithms and templates for face recogni-
tion leads to a problem with updates of the biometric signature list when new
algorithms are used. To minimize acceptance problems concerning usability, the
company integrated full raw data and personal data into the system. Every time
anew algorithm or template is patched, the system enrolls automatically without
the time-consuming participation of the users.

= A type 2 partial biometric database is used in this scenario. The startup-
company uses a biometric database with biometric raw data and personal data
of the users. An upgrade to a complete biometric database is possible when
biometric signatures are included.

Scenario #3 ‘Research Laboratory Access Control’. Assume a research
institute which applies biometric recognition systems to regulate the access to
its laboratories. An iris recognition system is used which stores only biometric
signatures and personal data for the access control. After the enrollment of a
person, the raw data is no longer necessary and will be destroyed.

= A type 3 partial biometric database is used in this scenario. The research
facility uses a partial biometric database which includes biometric signatures and
personal data. An upgrade to a complete biometric database is not possible in the
system, because the biometric raw data will be destroyed after the calculation
of the biometric signatures.

Scenario #4 ‘Public Transportation System’. In this scenario a public
transportation system is considered which uses biometric authentication at con-
trol gates to grant or deny admittance.



A biometric identification system for face recognition is used to identify peo-
ple as passengers, who have paid for the usage of the transportation system.
The enrollment procedure is part of the payment process. The raw data will be
destroyed after the enrollment.

This system is designed for anonymous and pseudonymous purposes. For
simple day usage only biometric signatures of passengers will be stored in the
database. After exceeding the period of validity the biometric signature will be
removed and deleted from the database. For subscribers personal data for bank
transfers are stored. Additionally an unique pseudonym will be saved which can
be used at the control gate for the faster verification comparison.

= In maximum a type 3 partial biometric database is used in this scenario.
In the case of anonymous usage the data fields for personal data are left empty
and in the case of pseudonymous usage personal data for the bank transfer are
stored additionally. An upgrade to a complete biometric database is not possible,
because the raw data will be immediately deleted after the enrollment.

What is Misuse and What s Use of Biometric IT-Systems from the
Point of View of Privacy? All four scenarios described have a strong in-
dividual motivation. In scenario #1 the supermarket managers are interested
in protecting their property. In scenario #2 a company needs to sell products
which are still under development, otherwise the company is not in the position
to develop anything. In scenario #3 a research facility wants to control who en-
ters its laboratories. In scenario #4 only passengers who have paid for the usage
are allowed to enter the public transportation system.

Daily practice of privacy depends mainly on the cultural and constitutional
reality of a state. From the right of informational self-determination point of
view a classification of each scenario as a ‘misuse’- or ‘use’-case of biometric
IT-systems can be derived. The term right of informational self-determination
was defined by the German Constitutional Court in 1983 in connection with
the Census Decision and can be translated as “informational self-determination,
meaning the right of an individual to determine the disclosure and use of his
personal data on principle at his discretion” [8].

Not only the German legislation represents a basis for this classification.
In [17] a discussion of the technical aspects of biometrics with regard to the
American, the European and the German legislation is given. In [3] the Canadian
legislation is discussed in the context of privacy and biometrics.

By using the above definition it is immediately clear that a type 1 partial
biometric database cannot be used without the consent of the person who is
classified as “potential shoplifter” or “customer”. The respective biometric IT-
system is designed in a way that the consent is not a part of the system.

= Scenario #1 is a misuse-case

The situation in scenario #2 is a different one. Like in scenario #1 the sys-
tem is not designed in a way to integrate the consent of the person. But it is
implicitly given within a working contract that the employee agrees to access
control systems of the company if the collected data is only used for access con-
trol. Yet, an employee does not need to agree to a system which is not equipped



with adequate algorithms for biometric authentication. The system collects more
personal data than necessary for the specified purpose of biometric authentica-
tion for access control (privacy principle of necessity of data collection). Being
a startup-company is no reason to run development cycles of the system by the
cost of the right of informational self-determination.

= Scenario #2 is a misuse-case

A very privacy-friendly case is given in scenario #3. No biometric raw data
is collected in the database. For the biometric authentication it is necessary to
produce biometric raw data, but only for the aim of calculating a biometric
signature. After the calculation the raw data is deleted immediately.

= Scenario #3 is a use-case

The most privacy-friendly case is given in scenario #4. There is a choice
between an anonymous and pseudonymous usage of the system. No biometric
raw data and personal data are collected in the database when the system is used
in an anonymous way. For the pseudonymous usage the system needs personal
data for faster admittance and bank transfer. In both cases the raw data is
deleted immediately after the calculation of the biometric signature.

= Scenario #4 is a use-case

Against the background of this scenario-based discussion it is concluded that
the access to biometric raw data is a main threat to privacy and therefore the
use of type 1 and type 2 partial biometric databases for biometric IT-systems
should be avoided. Type 3 partial biometric databases conform to privacy needs
and can be integrated into biometric IT-systems.

General and Technical Design Requirements for Biometric IT-Sys-
tems. From the preceding discussion we can derive the following general and
technical design requirements for biometric IT-systems with regard to privacy:

o General Requirement: A biometric IT-system should be designed in a way
to use biometric data in accordance to privacy needs.

e Technical Requirement #1: A biometric IT-system should not rely on a
(partial) biometric database which stores biometric raw data.

e Technical Requirement #2: A biometric IT-system should not enable the
usage of a biometric database outside the specified purpose of biometric
authentication (privacy principle of purpose binding)?.

e Technical Requirement #3: A biometric IT-system should not collect per-
sonal data which are unnecessary for the specified purpose (privacy principle
of necessity of data collection).

e Technical Requirement #4: A biometric IT-system should use adequate al-
gorithms for computing biometric signatures.

Further technical design requirements for biometric IT-systems can be de-
rived from cryptographic biometrics [18,19]. [18] describes a cryptographic im-
plementation based on the “wallet with observer” architecture by Chaum and

3 This includes the combination of a biometric database with other databases and the
interpretation of the biometric data for medical or psychological purposes.



Pedersen with an observer-implanted tamper resistant biometric verification fa-
cility.

5 Summary

A model for the classification of biometric databases was presented to enable a
scenario-based discussion of privacy needs regarding different types of (partial)
biometric databases. The discussion reveals that a database-organized access to
biometric raw data is a main threat to privacy. From a general point of view
of privacy, a biometric IT-system should reduce or avoid the misuse of biomet-
ric databases. Technical design requirements for biometric IT-systems comprise
the avoidance of biometric databases which contain biometric raw data, the
avoidance of the usage of biometric databases outside the specified purpose, the
avoidance of collecting unnecessary data for the specified purpose, and the usage
of adequate algorithms and biometric signatures.
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