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Abstract

In May 2026, during cybersecurity evaluations conducted by Ir-
regular, Internet access was unintentionally available in some
evaluation interactions and models took offensive security
actions against real-world systems. Irregular states that sub-
sequent public disclosures by multiple labs concern the same
underlying evaluation issue rather than materially independent
incidents. On 18 September 2026, Google confirmed through
a statement reported by Reuters that Gemini accessed three
websites that Google characterized as within the model’s per-
ceived test scope. This paper applies the Agentic-Process
Intrusion Prevention System (A-IPS) conceptual framework
to the reported events as a citable preliminary analysis support-
ing further framework development. It also assesses whether
incidents of this type provide a suitable basis for more rigorous
future A-IPS case studies. The analysis distinguishes reported
facts, framework-based interpretation, and counterfactual con-
trol analysis. For analytical purposes, A-IPS is assumed to
be adequately implemented and operationalized in accordance
with its published architecture. The paper does not claim that
such an implementation existed in the evaluated environment,
that A-IPS was deployed there, or that it would necessarily
have prevented the initial accesses.

1 Incident and Source Basis

Irregular conducts cybersecurity evaluations intended to mea-
sure whether advanced AI models can plan and execute multi-
stage cyber scenarios under realistic constraints. Its 14 August
2026 incident analysis states that Internet access was unin-
tentionally available in some evaluation interactions and that
models consequently took offensive security actions in the
real world [1]. Irregular further states that subsequent public
disclosures by multiple customers concern the same underlying
issue first disclosed on 30 July and are not materially separate
incidents [1].

One evaluation used a fictional company name that uninten-
tionally coincided with a real domain. The model instructions
included both the target name and internal addresses within Ir-
regular’s network where the simulated target should be found.
According to Irregular, models stayed within the simulation
in the vast majority of runs. In a handful of cases, models
attempted to gain access to the real external domain despite
receiving no instruction to do so. Because Internet access was
enabled, the domain was targeted a limited number of times by
different models that treated it as part of the challenge [1]. Ir-

regular also describes post-access actions such as vulnerability
exploitation, credential extraction, and production-database
access across the shared evaluation issue [1]. These details
characterize Irregular’s multi-model evaluation environment
and are not attributed here to a specific Gemini run unless a
Gemini-specific source supports that attribution.

Reuters reports that the Gemini accesses occurred in May
2026. On 18 September, Reuters reported a statement from
Heather Adkins, Google’s Vice President of Security Engineer-
ing, that Gemini found public information online and guessed
credentials to access three websites it thought were within
the scope of its test [2]. Google stated that the three entities
were informed and that it worked with its “training partner”
on changes to the testing process. Adkins also stated that
Gemini ceased the activity in all three instances [2]. Reuters
separately attributes more detailed credential-use claims to
the Wall Street Journal. Those details are not treated in this
paper as direct Google statements.

The public chronology is therefore only partially observ-
able. Reuters reports the accesses in May and states that
Irregular notified the relevant labs in late July [2]. Irregular
published its technical account on 14 August [1]. Google’s
Gemini-specific statement became public through reporting
on 18 September [2]. This sequence provides organizational
disclosure timing, but it does not establish run-level detec-
tion latency or when a scope deviation could first have been
observed during any individual Gemini run.

As of 19 September 2026, the author did not identify a
dedicated public Google technical report describing the three
accesses. The technical description of the shared evaluation
issue is therefore attributed primarily to Irregular. Gemini-
specific claims are limited to Google’s statement as reported
by Reuters and to clearly identified secondary reporting. The
New York Times reports, with attribution to Google, that
the Gemini models ended their attacks after recognizing that
they were accessing real organizations rather than simulated
environments [3]. This reported explanation is treated as
a vendor characterization of model behavior rather than as
independently verified effect evidence.

2 Architecture Context

This case study is situated within a broader evidence-oriented
research line for agentic-process security. The published work
separates four runtime-oriented functions. The black-box archi-
tecture addresses preservation of observable records through
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capture, canonicalization, hashing, anchoring, certification,
and verification [4]. The subsequent Evidence Model asks
which bounded claims those records can support and keeps
properties such as integrity, provenance, authorization, com-
pleteness, and semantic validity distinct [5]. A-IDS extends
the line toward runtime detection by comparing evidence-
supported observations with governed expectations and pro-
ducing bounded security findings without equating deviation
with malicious intent or compromise [6]. A-IPS then addresses
the prevention and response layer by governing how such find-
ings can be translated into authorized interventions whose
execution, scoped effect, and recovery validity remain sepa-
rately represented [7].

Penetration testing has a complementary role rather than
constituting the next stage of the runtime chain. The published
penetration-testing model treats the agentic process itself as
the assessment target and controlled adversarial pressure as a
method of evidence acquisition under explicit test authority,
scope, state, visibility, and execution conditions [8]. This
distinction is particularly relevant to the present case because
the reported Gemini accesses occurred during an adversarial
cyber evaluation. The penetration-testing model therefore
helps characterize the governed test context, while A-IPS
provides the response model for a security-relevant deviation
once such a deviation becomes observable and sufficiently
supported.

Published evidence and runtime line
Preserve — Interpret — Detect — Prevent / Respond
Complementary assessment function
Penetration Testing / Controlled Adversarial Assessment

A dedicated compliance-assessment layer is also under de-
velopment by the author. It has not yet been published and is
therefore not used as an evidentiary or architectural authority
in this case study. The present analysis relies only on the
published components cited above.

3 Methodological Framing and Ana-
lytical Assumptions

This paper is intended as a citable preliminary analysis sup-
porting the further development of the A-IPS conceptual
framework. It uses the publicly documented Gemini evalua-
tion events as an exploratory case to assess whether incidents of
this type are suitable candidates for more rigorous A-IPS case
studies and to identify where the framework’s assumptions,
evidence requirements, intervention boundaries, or implemen-
tation requirements may require further examination. The
analysis is not an empirical validation of A-IPS.

The reasoning is hypothetical in the general sense that it
examines what could occur under stated assumptions. More
specifically, it is counterfactual because it applies A-IPS to
a documented real-world event under an explicitly altered
condition. The factual incident record is not changed. The
counterfactual element is the analytical assumption that A-
IPS had been adequately implemented and operationalized
in accordance with its published architecture. In this sense,
hypothetical describes the general character of the reasoning,
while counterfactual describes its specific methodological form.

The adequate-implementation assumption includes the avail-
ability of the evidence, policy, authorization, and enforcement
interfaces required by the A-IPS intervention chain. For the
counterfactual analysis, the relevant A-IPS components and
observation paths are assumed to have been operational before
the candidate deviation occurred. This does not imply that
these interfaces, particular telemetry, or an invocable enforce-
ment point actually existed in Irregular’s environment, and
it does not assume that an already completed external access

could subsequently be prevented. Even under this assump-
tion, any intervention remains conditional on incident-specific
observability, Evidence Sufficiency, Response Admissibility,
Authorization, and an enforcement point capable of affecting
the relevant execution path.

The paper uses three categories of statement. Reported facts
are claims directly supported by cited sources. A-IPS interpre-
tations apply the published framework to those facts. Coun-
terfactual control statements describe what an adequately im-
plemented A-IPS-governed system could do only if the stated
incident-specific conditions were satisfied. An out-of-scope
interaction remains a candidate deviation until observation,
governed expectations, and evidence conditions support a
bounded security finding.

A-TPS is a conceptual, evidence-governed prevention and
response model for agentic processes. In the A-IPS context,
intrusion is not limited to unauthorized ingress by an external
actor but also includes security-relevant deviations in which
behavior, authority, information flow, or process state crosses
the governed boundaries of an authorized agentic process [7].
The reported Gemini scope deviation is therefore analyzed
in this broader process-oriented sense and does not imply
that the model itself had been externally compromised. Its
central principle is that a finding may justify consideration
of a response but does not itself authorize an intervention [7].
The framework keeps bounded finding support, policy-relative
Evidence Sufficiency, Response Admissibility, Authorization,
Enforcement State, Scoped Effect, and Recovery Validity dis-
tinct [7]. Architecturally, A-IPS is additive. It does not
replace firewalls, sandboxes, identity systems, gateways, pro-
cess controllers, containment mechanisms, or other existing
security controls. Such mechanisms can instead serve as policy-
controlled enforcement points through which an authorized
A-TPS response is executed.

This framing is relevant because Irregular describes offensive
cyber evaluations as difficult to monitor. Legitimate model
actions are intentionally attack-like, and the reported incidents
were rare and often occurred late in long interactions [1]. A di-
rect mapping from suspicious behavior to automatic blocking
could therefore interfere with legitimate evaluation activity.
For this case, an A-IPS analysis should begin only when observ-
able evidence supports a governed security-relevant deviation.
The public sources do not establish that such monitoring
existed or that a timely bounded finding could have been
produced before the external accesses.

4 Counterfactual Control Analysis

The stages of the A-IPS intervention chain are intentionally
separate [7]. In the reported evaluation context, this separation
would avoid treating attack-like behavior as sufficient evidence
for unrestricted intervention while still providing a governed
path for responding to an observed scope deviation. Table 1
applies the chain to the publicly reported evaluation sequence.
The mapping is counterfactual and does not describe controls
known to have existed in the evaluated environment.

A-IPS intervention chain

bounded finding — evidence sufficiency
— admissibility — authorization
— enforcement — scoped effect
— recovery validity

Incident-specific counterfactual prerequisites. In ad-
dition to the adequate-implementation assumption above, an
A-TPS intervention could alter the execution path only if at
least four incident-specific conditions held: (1) the relevant
deviation was observable before the consequential effect, (2)
the available evidence satisfied the applicable sufficiency and
admissibility thresholds, (3) an authorized response was avail-
able, and (4) an invocable enforcement point could affect the



Condition or counterfactual state

A-IPS interpretation

Potential governed response

Internal addresses identified the simu-
lated target, while some runs reached a
real external domain [1].

Attack-like behavior is expected during
the evaluation and creates a difficult mon-
itoring problem [1].

Internet access enabled real-world inter-
action [1].

Counterfactual: an intervention is autho-

If observed through a relevant path, an ex-
ternal interaction could provide evidence of
a candidate scope deviation. It becomes a
bounded finding only if governed evidence
conditions are satisfied.

Detector output should not itself become an
enforcement command.

Under an A-IPS interpretation, technical
capability to reach a target is distinct from
authority to continue after a supported scope
deviation.

Authorization remains distinct from execu-

Preserve the observed event, scope, assumptions,
and limitations. Do not infer malicious intent
from the deviation alone.

Evaluate policy-relative Evidence Sufficiency and
Response Admissibility before any intervention.

If policy conditions are met, request authorization
for a scoped intervention such as egress restriction,
branch isolation, or controlled suspension.

Bind the authorized action to an existing enforce-

rized. tion.

Counterfactual: the enforcement mecha-

nism reports success. fied effect.

Counterfactual: the evaluation environ-
ment is corrected and activity is consid-
ered for resumption.

covery Validity.

Execution evidence is not equivalent to veri-

Restoration does not by itself establish Re-

ment mechanism such as a network gateway, sand-
box control, identity control, or process controller.

Independently observe whether the intended
scoped effect was achieved within the defined
target and observation window.

Reassess affected dependencies and policy condi-
tions before controlled reintegration.

Table 1. Counterfactual application of A-IPS to the publicly reported evaluation sequence. The table does not describe controls known to

have existed in the evaluated environment.

relevant execution path. The public record does not establish
that these conditions were present in the Gemini evaluation.

Publicly unavailable information includes run-level network
telemetry, the relevant prompt and tool configuration, the
elapsed time between first external interaction and consequen-
tial access, the enforcement points available to the evaluator,
and the observation path supporting the reported cessation.
It is therefore not scientifically justified to claim that A-IPS
would necessarily have prevented the initial accesses.

A narrower counterfactual claim is supportable. Under
the adequate-implementation assumption, and only if all four
incident-specific prerequisites above had been satisfied, an
A-IPS response chain could have authorized an existing en-
forcement mechanism to restrict relevant egress or suspend
the affected process branch before further execution. If the
deviation became observable only after external access had
already occurred, the same framework could instead structure
containment and subsequent effect verification. Recovery Va-
lidity remains a hypothetical later stage only if restoration
or reintegration is actually required. This claim follows from
the A-IPS architecture. It is not an empirical result from the
Gemini evaluation.

5 Discussion

The reported events are notable because the available evi-
dence does not require a hypothesis of an agent independently
choosing an unrelated malicious objective. Irregular reports
that models treated real targets as part of the challenge [1].
Google’s statement, as reported by Reuters, characterizes
Gemini as treating the three websites as within the scope
of its test [2]. The documented problem can therefore be
analyzed as a mismatch among intended evaluation scope,
model-level task interpretation as characterized by the sources,
observable process behavior, and the technical environment in
which actions could be executed. The public record does not
permit a complete causal reconstruction and does not exclude
additional model-, prompt-, infrastructure-, or target-side
contributing factors.

5.1 Related Incidents at the Same Evaluation
Provider

Anthropic’s July and September disclosures provide more
detailed public documentation of related incidents at the same

evaluation provider. Anthropic explicitly names Irregular as its
evaluation partner and states that its review was conducted in
collaboration with Irregular [9]. Irregular likewise states that
subsequent public disclosures by multiple customers concern
the same underlying issue and are not materially separate
incidents [1]. This shared underlying issue does not imply
identical model behavior, execution paths, or technical causes
in every affected run. The Anthropic incidents therefore must
not be treated as independent corroboration of the Gemini
events.

They remain useful as related evidence about the shared
evaluation problem. Anthropic reported capture-the-flag eval-
uations in which prompts stated that the environment had
no Internet access while a misconfiguration left Internet ac-
cess available. The July report also states that the prompts
did not limit where the models could search for the flag [9].
Its 9 September follow-up expanded the assessment to four
incidents and states that all occurred during cybersecurity
evaluations built by the same evaluation partner [10]. These
reports provide richer model-level detail than is publicly avail-
able for Gemini, but that detail is not transferred to Gemini
in this case study.

Google’s statement that Gemini ceased the activity in all
three cases is relevant but should be interpreted narrowly [2].
Secondary reporting attributes to Google that the attacks
ended after the models recognized that the targets were real
organizations [3]. Both the cessation claim and the reported
reason remain vendor-attributed descriptions of model behav-
ior. They are not equivalent to independently observed Scoped
Effect Verification and do not establish Recovery Validity in
the A-TPS sense.

This separation also protects against overreaction. Irregular
describes monitoring offensive cyber evaluations as difficult
because legitimate evaluation actions can resemble malicious
activity, with the reported incidents occurring in fewer than
one in 10,000 advanced simulations and usually late after
hundreds of turns [1]. A-IPS makes the response decision
conditional on evidence sufficiency, policy, authority, and scope
rather than on a detector label alone. In this sense, the
framework provides both a path toward intervention and a
boundary against unjustified intervention.

The case therefore supports a limited architectural observa-
tion rather than an empirical validation claim. Agentic cyber



evaluations create situations in which evidence about behav-
ior, evidence about candidate scope deviation, authority to
intervene, technical enforcement, and evidence of effect should
remain distinct. The reported events offer a concrete setting
in which the A-IPS separation of these states can be examined
against a still-evolving public evidentiary record.

6 Conclusion

The 2026 evaluation issue described by Irregular involved
models interacting with real Internet systems while pursuing
simulated offensive-security objectives. Irregular attributes
most identified issues to Internet access controls and describes
target-name overlap as a key factor in the highlighted evalua-
tion. It further states that subsequent public lab disclosures
concern the same underlying problem [1]. Google later con-
firmed that Gemini accessed three websites that its statement
characterized as within the model’s perceived test scope and
stated that the activity ceased in all three instances [2].

Applied to this case, A-IPS does not provide evidence that
the initial accesses would have been prevented. It provides
a structured response model for the point at which a candi-
date security-relevant scope deviation becomes observable and
sufficiently supported. A bounded finding can be evaluated
for Evidence Sufficiency, Response Admissibility, and Autho-
rization before an existing technical control is invoked. The
resulting enforcement can then be checked through Scoped
Effect Verification. Recovery Validity applies separately where
restoration or reintegration is required [7].

The case illustrates a central A-IPS principle: evidence
that something unexpected occurred is not itself authority to
intervene, while technical capability to act is not a substitute
for governed response authorization. A scientifically defensible
benefit claim is therefore conditional. Under the adequate-
implementation assumption, and where timely scope-deviation
evidence, suitable policy, delegated authority, and an invocable
enforcement point exist, A-IPS provides a disciplined path
for converting that evidence into a bounded and verifiable
response.

The present contribution is therefore best understood as a
preliminary design-oriented reality check rather than valida-
tion of framework effectiveness. Its purpose is to test whether
the structure and public evidentiary record of this incident
expose decision points and dependencies that are useful for
A-IPS refinement and for designing later, more rigorous case
studies.

Future Work

Future work should revisit the analysis as additional primary-
source information and technical details become available. A
subsequent step is to assess whether the evidentiary record
becomes sufficiently complete to support a more rigorous A-
IPS case study beyond the present preliminary evaluation.
Additional incidents with different technical causes can then
be examined to determine which classes of agentic security
incidents provide suitable and sufficiently observable cases
for evaluating the applicability, implementation requirements,
and limits of the A-IPS conceptual framework.

Source Note

This preview version reflects the publicly available evidentiary
record and cited source material available as of 19 September
2026. Later disclosures may refine, qualify, or change parts of
the incident reconstruction and the associated A-IPS analy-
sis. Technical details about the shared evaluation issue are
attributed to Irregular. Gemini-specific claims are limited to
Google’s statement as reported by Reuters and to secondary
reporting that is explicitly identified as such. As of 19 Septem-
ber 2026, the author did not identify a dedicated public Google

technical report describing the three accesses. If additional
primary-source material becomes available, the factual recon-
struction and framework analysis should be revalidated before
an updated version is released.
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