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Abstract
Agent deployments increasingly combine language-model
inference with retrieval, delegation, tool execution,
external-system access, and human approval. Security-
relevant deviations can therefore emerge across an evolving
process rather than in one isolated input or action. Build-
ing on the author’s earlier product- and vendor-neutral
black-box architecture for agentic processes and the sub-
sequent evidence-claim model, this paper proposes an
Agentic-Process Intrusion Detection System (A-IDS), an
evidence-aware security interpretation layer for runtime
intrusion detection whose monitored object is the agen-
tic process itself. A-IDS compares evidence-supported
observations with an explicitly governed and versioned
expectation baseline for workflow state, authorization,
communication, and mandatory events. Its conceptual
contribution combines dynamically due governed expec-
tations, visibility separated from three-valued matching,
explicit unresolved observation states, and bounded find-
ings that separate evidentiary status from operational
impact. The model further identifies the monitoring plane
itself as an attack surface when adversarial content reaches
semantic evidence producers through otherwise legitimate
observation paths. Some observations may be produced
outside the operational agent’s self-report path, but the
model does not assume complete observability or univer-
sally trustworthy capture. Prompt injection is treated not
only as an input-security problem but also as a possible
origin of later process deviations and cross-agent influ-
ence paths. A-IDS does not infer malicious intent from
anomalous behavior, does not treat an unobserved event
as proof of non-occurrence, and does not claim a new
anomaly detector, temporal logic, or provenance model.
The contribution is conceptual: it does not validate a par-
ticular implementation, demonstrate empirical detection
performance, establish causal attribution, or provide an
enforcement mechanism.

1 Introduction
An agentic process is a bounded task-oriented sequence or
graph of observable interactions among AI agents, humans,
tools, external systems, and governance or evidence com-

ponents. Such processes can retrieve external information,
delegate work, invoke tools, update artifacts, and operate
under changing policy and approval states. A security-
relevant deviation may therefore emerge across several
otherwise plausible events, for example untrusted content
exposure, changed inter-agent communication, an omitted
approval observation, and a privileged tool invocation.

Traditional intrusion detection and prevention systems
monitor hosts, networks, applications, or communication
behavior for possible incidents [7]. Agentic processes add
semantic workflow state, delegated authority, tool use, ap-
proval obligations, and multi-agent communication. The
relevant question is therefore not only whether a host or
flow is anomalous, but whether the evolving agentic pro-
cess is supported by evidence consistent with its expected
secure state.

The author’s earlier black-box architecture proposed a
product- and vendor-neutral evidence pipeline for agen-
tic processes based on capture, canonicalization, hashing,
external anchoring, certification, and verification [1]. A
subsequent evidence-model paper defined bounded evi-
dence claims and emphasized that integrity, provenance,
authorization, completeness, and semantic validity are
distinct properties [2]. It also introduced an evidence su-
pervisor, independently defined expected events, and a
mandatory-event coverage indicator. The present paper
extends that line from evidence preservation and interpre-
tation toward runtime security detection.

The research question is: How can security-relevant de-
viations in an agentic process be detected at runtime from
evidence-supported observations without treating anoma-
lous behavior as proof of malicious intent?

The contribution is not the general idea of agent moni-
toring. A-IDS1 is not proposed as a new anomaly detector,
temporal logic, provenance model, or policy-enforcement
mechanism. It defines an evidence-aware security interpre-
tation layer that (1) evaluates dynamically due governed
expectations, (2) separates visibility from event matching,
(3) represents unresolved evidence explicitly, (4) emits
bounded findings that separate evidentiary status from
operational impact, and (5) identifies adversarial observa-
tion content as a distinct monitoring-plane attack surface

1Pronunciation (IPA): /eI | aI di: Es/.
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and derives isolation and trust-boundary requirements
for semantic evidence producers. In this paper, intru-
sion detection follows the operational framing of Intrusion
Detection and Prevention Systems (IDPS), i.e., the identi-
fication of possible security incidents or security-relevant
deviations [7]. A policy deviation is not automatically an
intrusion, and a finding does not establish attack, compro-
mise, intent, causality, or legal non-compliance.

2 Background and Related Work
Classical IDPS distinguishes monitoring locations and de-
tection methods, including signature, anomaly, and state-
ful protocol analysis. A-IDS is closest to specification-
and state-aware monitoring because it evaluates observed
process events against expected conditions. Specification-
based intrusion detection has a longer history in classical
security. Sekar et al. combined state-machine specifi-
cations of network protocols with anomaly detection to
constrain expected behavior while retaining sensitivity to
novel attacks [8]. A-IDS draws only the general monitor-
ing analogy. Its governed expectations, bounded evidence
semantics, and visibility model concern agentic processes
rather than network-protocol state. Signature, anomaly,
graph, and content detectors can contribute upstream
evidence without becoming the novel core of A-IDS.

The comparison of event logs with expected process
behavior is established in process mining and conformance
checking [9, 13]. Runtime verification similarly evaluates
partial executions against formal properties, including
temporal constraints and inconclusive states [14]. Secu-
rity log management and provenance standards provide
complementary foundations for record lifecycle, source
relationships, and later reconstruction [10, 12]. A-IDS
does not propose a new temporal logic, process language,
or provenance standard. Its narrower focus is the security
interpretation of conformance deviations when observation
visibility and evidentiary support remain bounded and
the expectation baseline is itself governed.

Recent agent-security work addresses adjacent problems.
SentinelAgent represents multi-agent interactions as exe-
cution graphs and detects anomalies at node, edge, and
path levels [17]. VIGIL evaluates agent execution traces
against behavioral specifications with temporal, argument,
and value-flow constraints [20]. C-Trace expresses selected
compliance requirements as predicates over runtime traces
and enforces selected regulatory constraints [21]. Compli-
ance monitoring is adjacent but distinct. A runtime devi-
ation from a machine-testable control can support later
compliance assessment, but it does not by itself establish
legal non-compliance. The same expectation-and-evidence
structure may therefore be reusable for compliance devia-
tions without changing the security scope of A-IDS. An
OpenAI industry disclosure describes low-latency moni-
toring of internal coding-agent trajectories for suspicious
or policy-inconsistent behavior [22]. AttriGuard evaluates
whether tool calls are causally supported by user intent
or driven by untrusted observations [23]. NeuroTaint re-
constructs untrusted-source to privileged-sink information
flow as an offline auditor, making it relevant as a post-hoc
or nearline evidence producer rather than a synchronous
pre-action detector [24].

Skynet models complete agentic workflows as directed

execution graphs and learns benign semantic and struc-
tural workflow modes for anomaly detection, including
delegation, tool invocation, data-flow dependencies, and
inter-agent communication, with both per-workflow and
incremental per-step monitoring [18]. Such a detector can
serve as an upstream evidence producer for A-IDS. A-IDS
addresses a different layer by governing which expectations
are currently due, whether required observation paths are
sufficiently visible, how unresolved evidence is represented,
and which bounded security finding the available evidence
supports. Skynet assumes trustworthy workflow measure-
ments within its organizational trust boundary and treats
secure measurement and remote-attestation infrastructure
as orthogonal to its contribution, whereas A-IDS treats
the monitoring plane and semantic evidence producers
themselves as security-relevant attack surfaces.

BlueSTAR offers a complementary autonomous-cyber-
defense architecture that reduces high-volume enterprise
IT/OT telemetry to grounded indicators, combines de-
terministic response for precision detections with LLM
reasoning over ambiguous cross-cycle context, and learns
action outcomes from later telemetry under partial observ-
ability [19]. Its detector outputs could serve as upstream
evidence-producer inputs to A-IDS, but BlueSTAR centers
on autonomous defense decisions for enterprise networks
rather than governed evidence interpretation for agentic
processes. BlueSTAR places attacks directed at the de-
fender outside its threat model, whereas A-IDS explicitly
treats the monitoring plane and permitted observation
paths as security-relevant attack surfaces.

MITRE ATLAS and OWASP’s Agentic Applications
Top 10 provide threat taxonomies for AI and agentic
systems, while the NIST AI RMF provides a broader gov-
ernance context for managing AI risk [25, 26, 27]. NIST
incident-response guidance helps distinguish a runtime
finding from later incident analysis and response [11].
These frameworks motivate threat coverage and gover-
nance, but do not by themselves define the runtime evi-
dence semantics proposed here. AgentDojo and InjecAgent
provide established environments for prompt-injection eval-
uation and are relevant candidates for that part of later
empirical validation [29, 30]. They do not by themselves
evaluate the broader A-IDS dimensions of process devia-
tion, authorization, visibility, or evidence-path monitoring.

3 A-IDS Model
3.1 Observations, Trust, and Threat

Model
The monitored process is represented through observable
events rather than inferred hidden reasoning. We dis-
tinguish an event in the monitored world, a record that
technically captures it, an observation that normalizes
or validates one or more records, an evidence claim that
states a bounded property of those records or observations,
and a security finding that compares such claims with gov-
erned expectations. Let O denote the observation space.
A concrete observation o ∈ O should bind at least event
type, actor identity, relevant object or counterparty, local
time or sequence reference, policy or workflow version,
capture source, and an evidence reference or content com-
mitment. Typical events include agent-agent messages,
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tool requests and results, policy checks, approvals, dele-
gation, credential use, external access, artifact changes,
and evidence-path events. A minimal observation can be
represented as

o = (type, actor, object, time/sequence,

source, policy version, evidence reference).

A source should not be treated as independent merely
because it is distinct from another source. Such a claim
requires additional criteria concerning source separation,
control, authentication, integrity protection, and shared
failure modes. An agent self-report differs from a gateway-
observed event, an external-system receipt, or a source-
separated process observer. A cryptographically com-
mitted record provides integrity evidence, not semantic
truth or completeness. Cross-source corroboration can
strengthen support when the sources do not share the
same failure mode. Whether a source is operationally
separate, externally controlled, authenticated, commit-
ted, or corroborated is therefore recorded as a distinct
property. Here, source health denotes whether an observa-
tion source was operational and sufficiently reliable as a
capture path during the relevant interval, including the
absence of known outages, capture gaps, or unresolved
operational faults. Source health does not establish the
semantic truth of captured data.

The threat model includes a compromised or misdi-
rected operational agent, adversarial external content, a
malicious peer agent, a compromised tool or endpoint,
privileged-user misuse, and manipulation of some capture
or monitoring components. A-IDS therefore considers two
related but distinct attack surfaces: deviations within the
monitored agentic process and attacks against the moni-
toring plane through adversarial observation content. An
adversary may attempt to spoof plausible observations,
artificially indicate sufficient coverage, alter sequence infor-
mation, or adapt behavior to evade detection rules. The
model therefore assumes that the attacker does not simul-
taneously control every relevant observation source and
the authoritative expectation-definition path. If the mon-
itored process, all observation paths, and the governing
expectation baseline are controlled by the same adversary,
A-IDS cannot provide meaningful detection assurance.

3.2 Governed Expectations and Matching
For A-IDS, a security policy Pv is treated as a versioned
set of governed security expectations and authorization re-
lations, together with their scope, applicability conditions,
evidence requirements, exception rules, and governance
metadata. A-IDS does not prescribe a specific security-
policy standard or language. In practice, governed expecta-
tions may be derived from organizational security policies,
ISMS requirements such as ISO/IEC 27001 and BSI IT-
Grundschutz, control catalogs such as NIST SP 800-53,
or prioritized security baselines such as the CIS Controls,
provided that relevant requirements can be translated into
versioned, machine-testable expectations [3, 4, 5, 6].

Let E denote the expectation space. A concrete expec-
tation e ∈ E is a versioned rule describing an observable
obligation or allowed relation. We model it compactly as

e = (type, actor, object, trigger, precedence,

deadline, cardinality, source requirement,
policy version).

This tuple is an interface, not a new workflow language.
A deployment may instantiate it using state machines,
declarative constraints, temporal logic, policy tables, or
tool-gateway rules. Cardinality can express, for example,
exactly one authorized approval or any one of several
approved sources. A source requirement can demand a
gateway observation, external receipt, or corroboration
across specified source classes. Expectation definitions
should themselves be governed evidence objects with an
issuer or owner, version, effective interval, authorization
record, integrity commitment, and supersession relation.
A runtime finding must bind to the authorized rule version
effective for the relevant process window. For processes
already in execution, policy should specify the applicable
version or record an authorized transition event so that
earlier actions are not evaluated retroactively under a later
baseline.

Matching is three-valued. For policy version Pv, let

matchPv
(o, e) ∈ {true, false, unknown}.

A result is true only when the policy-defined type, ac-
tor, object, identity, temporal, cardinality, and source
constraints are satisfied. False means that sufficiently re-
solved attributes violate a matching constraint. Unknown
is required when identity, timing, source quality, or event
granularity is unresolved. Matching is structural by de-
fault. A semantic classifier does not create a true match by
itself. Its model version, input, output, calibration status
where available, and error assumptions are retained as a
bounded evidence claim, and the governing policy decides
how that claim may contribute to matching. Mandatory
obligations are matched one-to-one by default. Alterna-
tives, repeated events, compensation, record aggregation,
or one observation satisfying several expectations require
explicit versioned normalization or matching rules. Du-
plicate records are deduplicated by governed identifiers
or commitments. Late arrivals may reclassify a state but
do not erase the earlier monitoring history. Clock skew is
handled by a policy-defined tolerance window, with event
time distinguished from processing time.

Visibility is evaluated separately from matching. Let
Vt(e) ∈ {Sufficient, Insufficient, Unknown} state whether
the required observation paths for expectation e were suffi-
ciently available by runtime point t. Visibility is Sufficient
only when every source class required by the expectation
was active and in scope for the relevant interval, the re-
quired capture path was enabled for the event class in
question, no documented capture gap or known event-
class omission affects that interval, source health is not
Unknown, and required identity and time bindings are
resolved within the governing tolerance. Source health
is therefore necessary but not sufficient for Sufficient vis-
ibility. Identity uncertainty or clock skew outside the
governing tolerance prevents a Sufficient classification. It
is Insufficient when a known gap, failed required source, or
known event-class omission prevents that conclusion, and
Unknown when source health, scope, or binding cannot
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be established. A due expectation is Observed when a
validated true match exists, Unobserved when no true
match exists and Vt(e) = Sufficient, Violated when re-
solved observations establish a policy-defined contrary
condition, and Unknown when visibility or matching
remains unresolved. Conflicting observations from differ-
ent sources should not, by themselves, be classified as a
violation. Instead, they should generate an Evidence Con-
flict finding. A governed source-resolution rule may still
support an Observed state for the obligation, while an un-
resolved conflict normally leaves the affected expectation
Unknown, as summarized in Table 1.

Match / evidence Visibility State

true match, no unre-
solved required conflict

Sufficient Observed

true match under
source-resolution rule
+ source conflict

Sufficient Observed; sep-
arate Evidence
Conflict

no true match Sufficient Unobserved
no true match Insufficient or

Unknown
Unknown

resolved contrary con-
dition

Sufficient Violated

unknown match any Unknown
unresolved source con-
flict

any Unknown; sep-
arate Evidence
Conflict

Table 1. Match and visibility state mapping.

Let Dt be the set of mandatory expectations whose
trigger has occurred and whose ordering or deadline makes
them testable by runtime point t. Let st(e) denote the
observation state of expectation e at runtime point t, with
st(e) ∈ {Observed, Unobserved, Violated, Unknown}. Let
Mt = |{e ∈ Dt : st(e) = Observed}|. The due-event
match ratio is

Ct = Mt

|Dt|
, |Dt| > 0.

When |Dt| = 0, Ct is not applicable rather than zero
or one. Unknown and Violated expectations remain in
the denominator but not the numerator and should be
reported separately from Unobserved expectations. The
ratio is therefore a narrow matching signal, not a complete-
ness or correctness proof. Due-state transitions may be
event-driven, deadline-driven, or policy-exception-driven.
Parallel branches remain separate until an explicit join.
Long-lived obligations retain their due state across mon-
itoring windows. A compensating action satisfies only
a separately defined compensation expectation and does
not erase the earlier deviation. Policy changes during
execution follow the version applicable to the process or
an evidenced transition event. The following five design
properties are intended requirements for an implementa-
tion and are not proven implementation properties in this
conceptual paper.
(i) no future-event penalty
(ii) no inference of non-occurrence from Unobserved
(iii) baseline binding to the version effective in the process

window
(iv) preservation of source conflicts
(v) monotonic evidence history, in which later records may

reclassify or supersede findings but do not erase earlier
evidence

3.3 Detection Taxonomy
Table 2 groups the initial detection classes by the type of
deviation rather than treating them as one homogeneous
ontology.

The classes may overlap and form a multidimensional
taxonomy comprising deviation domain, observation or
evidence state, and operational impact, which remain
distinct. A privileged tool invocation without observed
required approval can be both an Unobserved mandatory
event and a sequence deviation. Unauthorized interaction
is evaluated against an explicit authority relation covering
actor, delegated principal, permitted tool or counterparty,
data domain, temporal scope, and where relevant purpose.
Technical success does not prove authorization. This in-
cludes confused-deputy patterns in which an otherwise
authorized component exercises authority for an unautho-
rized or mismatched principal [15]. Behavioral escalation
is structural by default, such as repeated access to the
same restricted resource or operation. Semantic equiva-
lence requires a governed classifier whose output remains a
bounded evidence claim. If a deviation follows adversarial
content exposure, it may also support a source-associated
finding. These components should remain separately rep-
resented and linked. They should not be combined into an
unsupported conclusion that an agent was compromised.

3.4 Auditable Finding Structure
A finding should preserve both the evidentiary basis and
the operational importance of the deviation. We model
an A-IDS finding as

finding = (window, expectation, observation,

deviation, origin hypothesis (optional),
support, evidence status, impact,
assumptions, limitation).

Observation identifies the concrete records used by the
finding. Evidence status summarizes their observation
state, visibility, source separation, validation, and consis-
tency. Support binds record, observation, source, match-
ing, visibility, classifier, and trust references used to justify
the finding. Impact expresses potential operational con-
sequence or escalation priority. These dimensions must
remain separate. Strong evidence for a minor deviation is
not equivalent to weak evidence for a potentially destruc-
tive action. The optional origin hypothesis is absent unless
minimum source-to-action support exists. The structure is
deliberately not a probability model, and evidence status
must not be interpreted as the probability that an agent
is compromised. A practical finding record should also
carry a finding ID, process or correlation ID, monitor ver-
sion, emission time, policy version, and lifecycle status. A
lifecycle such as provisional, corroborated, resolved, super-
seded, or withdrawn may update interpretation without
deleting the original record. Overlapping findings may
share an actor, process window, evidence commitment,
or correlation identifier while retaining separate bounded
interpretations. Incident-level aggregation and compos-
ite severity are left to later incident-analysis work. Until
then, downstream queues may sort individual findings by
impact while displaying evidence status separately. This
is prioritization, not incident-level severity. Structured
findings can be forwarded to SIEM or SOAR pipelines
without granting the detector unrestricted enforcement
authority.

4



Category Detection class Observed condition Bounded interpretation

Process Unobserved mandatory
event

A due obligation is Unobserved. Supports an observation- or process-
gap finding. Does not prove non-
occurrence.

Process Sequence deviation Events violate required ordering,
state, or preconditions.

Supports workflow deviation, not mali-
cious intent or physical causality.

Authorization Unauthorized interac-
tion

Agent contacts an agent, tool, end-
point, or data source outside an al-
lowed relation.

Supports an interaction-policy finding
if identity and policy binding are reli-
able.

Escalation Behavioral escalation After denial or restriction, repeated
or redirected actions target the same
restricted resource or operation.

Supports circumvention if explicit retry
or compensation rules do not permit
the path.

Evidence Evidence conflict Relevant observations are mutually
inconsistent.

Supports a consistency finding. It does
not identify the correct source.

Evidence Evidence-path anomaly Capture, sequencing, supervision,
or evidence-control obligations show
gaps or bypass indicators.

Supports a finding against observability
itself and weakens downstream assur-
ance.

Influence Source-associated devia-
tion

A deviation follows untrusted expo-
sure and a traceable source-to-action
path exists.

Supports a bounded influence hypoth-
esis. Association alone does not prove
causal control.

Table 2. Initial A-IDS deviation classes and bounded interpretations.

4 A-IDS Architecture and Plug-
gable Evidence Producers

The novel core of A-IDS is the expectation-and-evidence
finding layer, not a claim to implement every classical
detector. Its specification- and state-aware logic evaluates
governed expectations against observations. Signature,
anomaly, content, graph, and information-flow detectors
are optional upstream evidence producers. Their outputs
can identify known injection patterns, unusual communi-
cation, new interaction paths, or possible influence, but
they enter A-IDS as bounded claims with their own as-
sumptions. Evidence-path monitoring separately checks
whether observation infrastructure shows gaps, conflicts,
or bypass indicators.

A practical deployment can separate five functions. Sen-
sors observe agent, human, tool, gateway, and external-
system events. Evidence processing authenticates and
normalizes observations and records their source proper-
ties and commitments. A governed expectation registry
supplies the authorized baseline and its effective versions.
A matching and correlation layer evaluates due expec-
tations, observation states, evidence conflicts, and optional
detector claims. Finally, a finding function emits the
bounded record defined above. The resulting finding can
be forwarded to a SOC, SIEM, SOAR workflow, human
reviewer, audit function, or a separately authorized pre-
vention layer.

Sensors → evidence processing → matching / correlation
Governed expectation registry → matching / correlation

→ bounded A-IDS finding → SOC / SIEM / audit / later
prevention

4.1 Deployment and Monitoring-Plane
Isolation

A-IDS is intended to complement, not replace, existing
security-monitoring infrastructure. Alerts and telemetry
from IDS, EDR, NDR, API or tool gateways, and other
controls may enter A-IDS as observations or bounded
evidence-producer outputs, where they can be correlated
with process state, authorization relations, governed ex-
pectations, and other sources. Resulting findings can be
forwarded to SIEM, SOC, or SOAR workflows, enabling

an agent-process-aware detection layer without replacing
established monitoring or incident-handling systems.

A practical deployment should separate the monitored
agent process from the A-IDS monitoring plane. The
monitored process should have no authority to modify
the monitor’s policy baseline, configuration, credentials,
evidence store, or execution state. Observation interfaces
can therefore be logically one-way or read-only: defined
telemetry and artifacts cross the boundary, while mon-
itored actors receive no control over the monitor. This
reduces direct control-plane manipulation without making
the monitoring system immune to adversarial input.

This separation is also a trust boundary. Components
that observe actions should not rewrite the expectations
against which those actions are judged, and a monitor issu-
ing findings should not modify its own detection policy in
response to observed events. Expectation changes should
follow a governed lifecycle such as propose, authorize, ac-
tivate, supersede, and retain, and should create evidence
records. For higher assurance, registry history can be
committed and externally anchored through the black-box
pipeline described in prior work [1]. Registry integrity
and authorization remain distinct: a malicious policy can
be correctly recorded and anchored. High-impact changes
may additionally require separate keys, multi-party autho-
rization, or independent review, while emergency changes
should not erase earlier deviations.

4.2 Monitoring-Plane Attacks and Lay-
ered Defense

Content carried through a permitted observation path may
itself target an agentic monitoring component. Indirect
prompt injection has shown that instructions embedded
in data processed by an LLM-integrated application can
influence its behavior [16]. In A-IDS, an external docu-
ment may reach a semantic analyzer, while a compromised
monitored agent may more deliberately create or modify
a legitimate artifact so that it contains instructions in-
tended for the monitor. The producing action may be fully
authorized, correctly sequenced, and process-conformant.
Process conformance does not imply that content produced
by the conformant process is safe for the monitoring system
to interpret. A monitored actor may therefore attack the
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monitoring system without first producing a detectable
workflow or authorization deviation.

One-way communication does not remove this
observation-path attack surface. One-way observation
can protect the monitoring control plane from direct modi-
fication, but it does not prevent adversarial content from
reaching semantic analysis through the permitted observa-
tion path. Content originating from the monitored pro-
cess should therefore be treated as potentially adversarial
evidence input even when produced by an authorized,
process-conformant action.

For higher-assurance deployments, semantic interpre-
tation should be separated from privileged monitoring
functions. Hardened components can first capture and
normalize raw observations. An LLM-based analyzer can
then operate as an isolated evidence producer whose out-
put remains a bounded claim, with no authority over
the expectation registry, monitoring configuration, creden-
tials, retained evidence, finding history, or enforcement.
Governed matching and finding generation can remain sep-
arate from potentially adversarial content interpretation.
This limits, but does not eliminate, prompt-injection risk.

Isolation bounds authority, not trust. A manipulated
semantic claim may still influence matching through a
governance-authorized path. Rules that admit classifier
claims into matching should therefore preserve their source
and trust properties. A classifier processing content from
the monitored process should not be treated as source-
separated confirmation of that same process. A-IDS must
therefore bound both the authority of semantic analyzers
and the evidentiary weight assigned to their outputs.

4.3 Distributed Correlation and Source
Separation

Distributed correlation is particularly useful when no sin-
gle sensor is authoritative. Consider a technical conflict:
an agent self-report states that a privileged tool call failed,
a gateway records successful dispatch, and the external
system records receipt. If the governing expectation ac-
cepts gateway plus external receipt as the required source
classes, the tool invocation can be Observed while the con-
tradictory self-report creates a separate Evidence Conflict
finding. If no governed source-resolution rule exists for
the disputed condition, the affected expectation remains
Unknown unless a governed resolution rule supports clas-
sification as Observed or Violated. Several records can
also share one infrastructure and one failure mode, so
corroboration is strongest when observations cross mean-
ingful trust boundaries and do not depend on the same
potentially compromised source.

5 Prompt Injection and Influence
Paths

Prompt injection matters to A-IDS both as a detectable
input condition and as a possible origin of later deviations,
consistent with its treatment as an information-security
risk in the NIST Generative AI Profile [28]. Consider the
expected sequence

External content → policy check → risk assessment →
human approval → privileged tool call → verification

Suppose an external document contains a suspected

approval-bypass instruction. The external-content expo-
sure is Observed, as is Agent A’s message to Agent B. A
privileged tool call is later Observed. If the required ap-
proval has no matching record and the mandated approval-
capture paths have Sufficient visibility, that expectation
is Unobserved. If the observed tool call also violates a re-
quired ordering rule, the sequence expectation is Violated.
A-IDS can bind these states to the governing baseline
and may add a source-associated deviation only when
the origin criteria below are met. The finding must still
state that the evidence does not prove that the document
caused the action, that no off-system approval existed, or
that either agent had malicious intent.

An origin hypothesis requires more than temporal prox-
imity. At minimum, A-IDS should retain an identifiable
untrusted source, evidence of exposure or propagation
toward the affected actor, and a temporally compatible
path to the deviation. Shared or semantically related
content can strengthen support only when tied to a trace-
able propagation or information-flow claim. Semantic
similarity alone is insufficient. AttriGuard can contribute
causal-attribution claims, while NeuroTaint contributes
offline source-to-sink provenance claims [23, 24]. Their out-
puts remain bounded evidence with explicit assumptions
and do not establish semantic truth. Source-associated
denotes an evidentiary relationship, not an established
causal relationship, attack origin, or proof of agent control.

6 Detection, Auditability, and
Evaluation

Runtime detection, incident analysis, and audit use re-
lated evidence but answer different questions. A-IDS asks
whether the current process exhibits a security-relevant
deviation. Incident analysis reconstructs source, propaga-
tion, decisions, actions, and consequences. Audit evaluates
retained evidence against policy or control requirements.
A security finding should not become an incident or com-
pliance conclusion merely because the same evidence later
supports response or audit [11].

Runtime findings should themselves enter the evidence
stream. A finding record should bind monitor identity and
version, authorized expectation version, process window,
input evidence commitments, output finding, evidence
status, impact, and escalation. This creates second-order
evidence, but also a regress risk. A compromised monitor
can issue a well-formed false finding. Higher-assurance
deployments should therefore segregate monitoring from
operational execution, govern monitor configuration and
keys independently, record monitor changes, correlate
multiple observation sources where feasible, and apply
periodic human or external sampling.

The paper is a conceptual design and does not pro-
vide empirical validation. A minimal evaluation should
inject approval bypass, unauthorized interaction, prompt-
injection propagation, and evidence-path manipulation
into realistic agent workflows. Ground truth should be
defined over instrumented traces and injected control con-
ditions, rather than over unobservable intent or whether
an agent was in fact compromised. Core questions are
whether due-event and sequence deviations are detected
under complete visibility, whether explicit visibility re-
duces unsupported claims under partial capture, whether
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Mode A-IDS implication

Specification FP Valid finding against an incomplete baseline.
Timing FP Late evidence may reclassify Unobserved or

Unknown.
Visibility FN Side-channel activity may bypass all observers.
Policy-gap FN Harmful activity may be outside governed ex-

pectations.
Spoofing / evasion Plausible records or rule-aware behavior may

evade detection.
Collusion / semantic
change

Cross-agent or paraphrased influence may de-
feat exact signatures.

Table 3. Representative false-positive, false-negative, and evasion
modes.

evidence-path monitoring exposes degraded assurance,
and what runtime and storage overhead result. Measures
should include precision, recall, false-positive rate, detec-
tion latency, observation loss, robustness under conflict-
ing evidence, and resistance to monitor-targeted evasion.
Baselines can include a single-call filter, pure anomaly de-
tection, runtime specification monitoring, A-IDS without
evidence-path monitoring, and the full model. Ablations
should remove visibility, source properties, governed ver-
sioning, evidence-path monitoring, or three-valued match-
ing. Evidence-manipulation ground truth should originate
outside the manipulated pipeline, for example from a
signed scenario manifest or external test harness. Agent-
Dojo and InjecAgent provide prompt-injection starting
points [29, 30].

6.1 Limitations
False positives (FPs) can arise from incomplete specifi-
cations, delayed events, delegation ambiguity, or legiti-
mate adaptation. False negatives (FNs) can arise from
off-system actions, policy gaps, observer compromise, se-
mantic transformation, collusion, or monitor-targeted eva-
sion. Table 3 summarizes representative causes. They
primarily affect evidence status and assurance, while im-
pact remains separate. Runtime observability should be
balanced against data minimization, access control, reten-
tion, and content commitments where feasible [10]. Event
time and processing time must remain distinct, with ex-
plicit handling for late, duplicate, replayed, or reordered
records. Cost depends on active expectations, concurrent
processes, correlation fan-out, and optional semantic clas-
sifiers. Cross-organization deployments require explicit
agreement on expectation authority, evidence disclosure,
and trust boundaries.

7 Conclusion and Future Work
A-IDS extends intrusion detection to the agentic process
as a monitored object. Its distinctive unit is not merely
an anomaly score or policy violation, but a bounded,
auditable security finding that links an authorized ex-
pectation to evidence-supported observations, deviation
type, evidence status, impact, assumptions, and limita-
tions. The expectation baseline is itself governed and
versioned, while observation uncertainty is represented
explicitly through visibility, three-valued matching, and
the states Observed, Unobserved, Violated, or Unknown.

The central principle is that detection remains bounded
by evidence. An unobserved approval is not proof that
approval never occurred. A source-associated deviation
is not proof of causal prompt-injection control. A severe
action with weak evidence is not equivalent to a minor
deviation with strong evidence. These distinctions allow
runtime escalation without making claims that exceed the

available evidence.
Future work should implement and evaluate the model

under partial observability, adversarial attempts to evade
or manipulate monitoring, policy drift, parallel workflows,
and conflicting evidence. A direct continuation of this work
examines an Agentic-Process Intrusion Prevention System
(A-IPS), in which evidence-based A-IDS findings drive
separately authorized and proportionate preventive or
containment actions, from reinforcement and reauthoriza-
tion through restriction, isolation, credential revocation,
quarantine, or termination. A further line will examine
runtime detection and treatment of compliance deviations
while keeping technical deviation findings distinct from
legal conclusions of non-compliance. Evidence-based in-
cident analysis can then reconstruct source, propagation,
decision, action, and consequence paths after an alert.
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